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1 September 08 – 31 August 2011Our proposal is focused on the topic of decentralized virtual activity systems (DVAS) employing an empirical 
socio-technical research approach. We see growing, widespread interest in the development and use of 
decentralized systems and virtual world environments as possible new places for engaging in collaborative 
work activities. The Gartner Group recently  declared that within five years 80% of Internet users and Fortune 
500 companies will have an online presence in a virtual world of some kind. Elsewhere, there is widespread 
interest in stimulating new technological innovations that enable people to come together through social 
networking, file/media sharing, and massively multi-player online game play. This new generation of 
networked computing environments seems headed towards increased socialization, interaction, 
communication, and collaboration that span multiple organizational boundaries as its primary purpose. But 
how do we get there from here? Is it sufficient to just let the market of entrepreneurial vendors and 
technological innovators simply decide who needs what? The history of computing reveals a legacy of many 
failed or problematic efforts to develop and deploy computing systems that arise from a lack of understanding 
or recognition of the ways how people’s work and social activities are situated in organizational and 
technological contexts. These contexts configure, constrain, or enable some types of activities to flourish while 
others are displaced, either unintentionally or intentionally. 
DVAS requires a broad interdisciplinary understanding of the problems and a broad and interdisciplinary 
approach to their solution. We are an interdisciplinary team comprised of researchers capable of investigating 
socio-technical issues of collaborative systems. We are proposing a large multi-site, multi-partner research 
endeavor that provides the greatest practical opportunity for generalizable results from comparative analyses 
of both in-situ field studies and technology prototyping efforts.  Our five research partners serve multiple roles 
in this project. First, they serve as a source of real-world problems for us to tackle. Second, as organizations facing 
the daily problems of distributed development, our partners view these as practical problems to be tackled, and 
will engage directly with us in developing strategies and solutions. Third, they serve as test-beds for early evaluation of 
proposed new solutions. In other words, by working with our research partners, Aerospace Corporation, Avaya 
Labs, Discovery Science Center, Northrop Grumman, and Unimodal Inc., we ensure a continuous engagement 
with real world settings at all stages of the project. Thus we have access to real-world workplaces and people 
who are confronting the kinds of problems and issues we seek to empirically investigate.
Intellectual Merit: The core of our research is focused on both the individual and collective study of six critical 
variables: representations and realities, conflicting policies and practices, relationship work, processes and 
coordination, privacy and awareness, and security and trust. No prior study has undertaken such a 
comprehensive range of socio-technical variables as a multi-faceted lens through which to examine emerging 
computing system technologies in a multitude of settings with diverse stakeholders. However, based on the 
results of our prior NSF study on the development and use of distributed, inter-organizational systems, we 
believe our team is in the right place conceptually and theoretically to conduct the study, perform the necessary 
comparative analyses, and produce results tgeneralizable, with appropriate qualifications, to other settings.
Broader Impacts: We believe that research on DVASs will have a vital impact on society. As development and 
use of DVASs becomes more common practice and as organizations continue to become more decentralized, 
new methods and policies will need to be identified and tested to enable people to collaborate successfully. We 
also believe that our study has economic value as it will help organizations to carry out decentralized work 
effectively with smoother coordination, so that they can better compete in the global market. DVASs will be 
resilient to environmental disruptions as collaboration will be able to be conducted from anywhere, anytime, 
using representations of people, artifacts, and activities Understanding the unique challenges of work in 
decentralized and virtual activities, as well as designing DVAS technologies to meet the challenges, will have 
both theoretical and practical impact. Theoretically we want to determine the contours of decentralized activity, 
allowing comparison to other social forms such as traditional hierarchies, communities of practice,  and rational 
bureaucracies. Finally, our results will also impact higher education as new people entering the workforce will 
need to gain skills in developing DVAS, and in working in decentralized virtual worlds and environments.1
1. Introduction and motivation
We see growing, widespread interest in the development and use of decentralized systems and virtual
world environments as possible new places for engaging in collaborative work activities. The Gartner
Group [1] declares that within five years 80% of Internet users and Fortune 500 companies will have an
online presence in a virtual world of some kind. Furthermore, they estimate the collaborative and
community-related aspects of these environments will dominate in the future. Elsewhere, there is
widespread interest in stimulating new technological innovations that enable people to come together
through social networking, file/media sharing, and massively multi-player online game play. This new
generation of networked computing environments seems headed towards increased socialization,
interaction, communication, and collaboration that span multiple organizational boundaries as its primary
purpose. But how do we get there from here? Is it sufficient to just let the market of entrepreneurial vendors
and technological innovators simply decide who needs what? The history of computing in organizational
and work settings reveals that the adoption and integration of new technologies is rarely simply a matter of
buying the lowest cost technical alternative. More often such history reveals a legacy of many failed or
problematic efforts to develop and deploy computing systems that arise from a lack of understanding or
recognition of the ways how people’s work and social activities are situated in organizational and
technological contexts. These contexts configure, constrain, or enable some types of activities to flourish
while others are displaced, either unintentionally or intentionally. Our goal in this proposed study is to
empirical investigate and comparatively analyze the development and use of decentralized virtual activities
systems (DVAS) within a sample of five diverse organizational settings using a research approach that
foregrounds a balanced socio-technical perspective.
Our five research partners serve multiple roles in this project. First, they serve as a source of real-world
problems for us to tackle. Rather than speculating about the problems of the development and use of DVAS,
or working with abstract theoretical models, we will study how DVAS arise in practice in real settings.
Since the social and organizational context in which development takes place is a critical aspect of a
successful development model, this sort of engagement is essential. Second, as organizations facing the
daily problems of distributed development, our partners view these as practical problems to be tackled, and
will engage directly with us in developing strategies and solutions. Third, they serve as test-beds for early
evaluation of proposed new solutions. As organizations with real and pressing problems surrounding inter-
organizational work, our partners provide ideal settings in which to evaluate research outputs in situ,
providing more rigorous evaluation than would be possible in laboratory settings or simulations. In other
words, by working with our research partners we ensure a continuous engagement with real world settings
at all stages of the project.
Beyond this, we believe a large multi-investigator effort is required to conduct such a study. Why? First, a
study of DVAS requires a broad interdisciplinary understanding of the problems and a broad and
interdisciplinary approach to their solution. We are a unique interdisciplinary team comprised of
researchers with years of scholarly and professional expertise that we have applied to investigating socio-
technical issues of collaborative systems. We are ideally positioned to study the issues critical to DVAS. We
are proposing a large multi-site, multi-partner research endeavor that provides the greatest practical
opportunity for generalizable results from comparative analyses of both in-situ field studies and technology
prototyping efforts. A small/mid-size team does not have the resources or expertise to realistically study
and develop prototypes for DVAS in such varied organizational settings. Only a large team has the
potential to realize all of the preceding opportunities, benefits, and constraints; we assert that no
amalgamation of individual investigator studies can cover the same amount or diversity of research
interests or research partners or provide such comprehensive expertise in ways that can more effectively
achieve comparable results. Accordingly, we now turn to describe and explain our proposed research effort,
starting first with some background that helps further identify the focus of our study.
2. Background
What is a decentralized virtual activity system? First, an activity system is a computer-based environment
that encompasses a web of participants, processes, information artifacts, information technologies, products
and services, customers/users, organizational setting(s), as well as human, technological, and resource
infrastructures [50] [107] that are interrelated in ways that can enable workplace or other activities [48]. An
activity system is a contemporary socio-technical system whose social and technical elements are2
interdependent and co-evolving, so that attempting to discount/ignore either the social/technical
dimensions results in ineffective systems that are poorly understood and wasteful of scarce resources. An
activity system is similar in concept to a work system [6], but we do not see it as limited to only routine
business processes or other work activities in an enterprise setting, since other productive activities
including building social relationships, playing games, or engaging in exploratory experiences are all
within our view of an activity system.
Second, a virtual activity system (VAS) is one where some of the elements of an activity system either exist or
are accessible only in a computer-mediated form, and may be distributed across multiple sites/computers.
Text-based virtual realities (also called Multi-User Dungeons or MUDs [20], virtual worlds [98] [8],
networked virtual environments [87], and persistent online games like World of Warcraft or City of Heroes are
all kinds of VAS, as are computer-based models or simulations of enterprises as rendered within an
Enterprise Requirements Planning (ERP) system, computer-aided manufacturing systems, multi-agent
problem solving systems, and virtual organizations. The vast majority of open source software
development projects primarily rely on text-based communications through “informalisms” like threaded
email discussion lists, project wikis and instant messages that are supported by ad hoc arrays of
personalized software or artifact development tools, to enable decentralized software systems and
development processes [82] [83] [85]. In a sense, these OSS developers work in virtual worlds of online text,
communication and discourse through informalisms that move in, out, and across both shared and private
information repositories, as well as across organizational boundaries. The multi-party telephone conference
call (with or without Web-based supplements and presentation materials) are common, widespread, and
often ready-to-use technical systems that enable work to be decentralized and globally dispersed, are also
considered (early) virtual worlds. On the other hand, the Web is generally not identified as a virtual world,
nor is the use of email, nor is an integrated development environment with shared repositories for building
software. Yet each of these can be very effective in supporting technical work activities, software system
design, or system development processes that can be logically centralized and physically distributed.  As
such, a VAS is one where work activities occur via creation and update to information artifacts that move in
and out of information repositories and the communications among participating contributors, so that these
work activities can be physically distributed but logically centralized and coordinated [64]. Thus, VAS allow
for development and use of virtual worlds based on text, graphic, electronic media, databases, or some
combination thereof. Similarly, VAS allow for workplaces that exist only online and lack a physical
workspace or specific setting.
Next, a decentralized activity system (DAS) is one where elements of the computer-based environment are not
only physically distributed across multi sites, but also where administrative or social control, allocation of
resources, and decision-making activities with regard to how the DAS is developed or used are performed
locally in an autonomous or discretionary manner (at least to some degree). DAS both seek to engender and
accommodate heterogeneous computing systems that can interoperate at arms length via information
sharing protocols, processes, and data representations. Both the Internet and World-Wide Web were
implemented as DAS, as are other computer-based environments for peer-to-peer applications like file
sharing or resource-sharing. Virtual organizations, through communication, data-sharing and coordination
technology support, have been able to respond to dynamic changes in the environment by adopting
decentralized structures [5] [9] [23] [22] [49]. DAS must self-organize, and DAS developers and users must
organized themselves into participatory roles, role-sets and role-migration paths so that the DAS can persist
and thrive as participants join and leave the effort. Collective activities that span across the weak social
network ties can nonetheless give rise to a global social movement [11] or computerization movement, like
the Free Software Movement [30, 32].
Finally, a decentralized virtual activity system (DVAS) is an activity system whose elements can be both virtual
and decentralized. Here we look for emerging computer-based environments that seek to create or
articulate a virtual organization or virtual world that spans multiple interacting organizations with diverse
stakeholders (who may be in conflict with one another, yet need to cooperate or coordinate their activities)
that seek to collaboratively interoperate as a loosely coupled alliance, rather than as a hierarchically
controlled network of administrative authorities or resource controllers. In conjunction with our research
partners, described later, we have identified five different settings where DVAS are being developed and3
used, or where efforts are underway to create and employ a DVAS.
Decentralization is not inevitable, but it has the potential to be very effective in many situations, as do
centralized systems and administrative regimes with distributed developers and end-users. Similarly,
highly visual virtual worlds may or may not be the workplace of the future for everyone. Subsequently, we
seek to understand where, when, how, what kind, and why decentralization works best, and whether or not
decentralized virtual worlds are a necessary or useful part.
Overall, it remains unclear as to what principals, models, or guidelines people can employ to help
determine whether/how their technical work activities, software system designs, or development processes
might best take advantage of the kinds of decentralization that we have identified. Similarly, people need
guidance to recognize when such efforts like the move to virtual worlds of one kind or another are a
good/bad fit, unnecessarily complicated, or otherwise inappropriate choice that might otherwise be better
served through alternative means. Our proposed research investigation seeks to discover and refine such
principals, models and guidelines based on both empirical field studies and experimental system
prototyping efforts to ground are findings. We similarly seek to demonstrate and iteratively assess how
such results can be adopted, assimilated, and refined into work practices in the enterprises of our research
partners.
Research objective: Our research objective is to understand the constraints, properties, opportunities, and
affordances associated with different DVASs, as well as understanding what practices, guidelines,
principles, models, and theories can best shape the development and use of a DVAS in different types of
settings. For example, a new startup venture like Unimodal Inc. chooses to have a research team at UCI
prototype a new activity system for simulating a next-generation personal rapid transit (PRT) system using
a virtual world platform like Second Life. Furthermore, they both want to allow or encourage other users in
Second Life to try out the new simulated PRT system to see what users learn from their interaction with each
other when exploring the new system. In so doing, Unimodal and the UCI researchers subsequently seek to
link activities within the simulated virtual world to digital objects (PRT passenger pods, PRT network rail
switches, embedded sensors, etc.) or events distributed in the physical world of an actual PRT system
prototype (soon to be built), as well as how these users and the system’s developers make sense of their
individual and shared experiences with the physical/virtual elements.
Figure 1: Simulated PRT system modeled in Second Life (from UCI Prof. C. Lopes and colleagues)
on left, PRT system prototype envisioned in physical location (from Unimodal Inc.) on right.
In our proposed study, we will engage a series of field studies and prototyping experiments with five
research partners including Unimodal Inc. that will provide empirical observations, support comparative
analyses, and enable formulation of principles, methods and theoretical models that generalize across our
study samples so as to inform future developers and users about how best to build and employ new DVASs
in socio-technically effective ways.4
We now turn to describe some of the related research that informs our proposed research study and
variables.
3. Research variables
Our proposed research effort is focused understanding how systems supporting decentralized virtual
activities and technologies (DVAS) are developed, used, and adapted in diverse settings. From this, we see
an array of variables that span a socio-technical landscape of alternative choices for action and system
design. These variables (or sets of related variables) range from (a) how to bring together diverse
stakeholders in immersive worlds in ways that enable mutual sense-making and dialectical evaluation of
new DVAS applications through alternative representations that span physical and virtual realities; (b) how
people who collaborate through DV AS create new policies and practices that engender or mitigate conflicts in the
resulting work practices, which in turn shape and guide their primary work activities; (c) how people engage
the work of creating, sustaining, and adapting relationships in DV AS environments that most effectively meet their
needs; (d) how can geographically dispersed people articulate development processes, work practices, and
project communities for DVAS; (e) how people can manage or control their privacy concerns as well as how such
concerns are exposed to others when interacting through artifacts or avatars; and (f) how to define and provide
technical foundations for security and trust in DV AS.
Each of these issues can be briefly described in turn as follows.
Representations and realities: A primary attraction of DVAS is the ability to blend real artifacts and people
with virtual ones to accomplish, for example, a design task.  An instance of this is seen in our background
work in the design of a rapid transit system: engineering specifications of the real artifacts are used in a
virtual environment to explore design choices.  Of course the real artifacts are not actually used;
representations of them are. The goal of this aspect of our research is to understand the issues and trade-offs
involved in designing representations of non-virtual entities for use in a DVAS, yielding principles for
guiding developers in creating new ones.
Research questions that arise from this goal include the following.  First, what are appropriate ways to
represent people, especially people playing specific roles?  For instance, in a decentralized software
development project, an individual may play a key role as the configuration manager.  Should the
representation focus solely on this role, or should characteristics perhaps not directly related to the official
role be included? How does the social web of developers in a project affect appropriate choices for
representation?  Second, when should representations be used?  With what fidelity? What kind of flexible
boundary can be used between the two? For instance, in the software development project, when is it more
effective to manipulate representations of the software artifacts as opposed to the artifacts themselves? Or
should all meetings have to take place in a virtual setting?  For all participants?  Third, when are
“representations” appropriate which do not have any natural counterpart in reality?  For instance,
composite or intangible entities, such as “this software project” could have an explicit representation in a
DVAS.
In short, we want to find out to what extent the different stakeholders of a complex infrastructure change
can come together in an immersive DVAS world like those enabled in Second Life, and whether such
common “live” representations can support mutual understanding of the system and its broader
consequences.
Conflicting policies and practices: Our goal is to study how a socio-technical approach can enable people
who are collaborating in a highly decentralized work structure to create new policies and practices that
relate to their new work practices, in order to achieve benefits for the decentralized team and organization.
The challenge for reconciling different practices is that there is no standard approach in a decentralized
setting, as there would be in a traditional hierarchical, centralized structure. People must find a way to
articulate differences and self-organize to set new standards and conventions of practice. To achieve this,
different perspectives must first be made explicit [88] [86] [54]. Focusing on the shared objects used in
decentralized work practices is a way to understand the relationship of work routines and practices, and
work products. Bergman et al., [12] discovered that these boundary objects can be successfully used as5
active facilitators to help distributed workers develop shared and congruent perspectives and policies by
serving to promote shared representations, transform knowledge, mobilize for action, and legitimize new
knowledge. We will investigate how technology can enable perspectives to be linked to such boundary
objects in decentralized work forms to assist people in transforming their practices to achieve congruency
across distance.
Relationship work: We seek to understand how people create and sustain relationships in decentralized
activities in order to design technologies to more effectively support relationship work. We will examine the
shape and dynamics of social networks, the means by which people contact and exchange information with
one another, formal and informal mechanisms by which relationships are created and sustained, and what
is unique about relationships in decentralized activities. The goal of this research is to provide broad
understandings that will enable people in DVAS to examine and interpret their own practices surrounding
relationship work as well as to inform the design of new technologies that will be undertaken as part of the
proposed research. This is consistent with a socio-technical approach in which both practices and
technologies are seen to mutually and dynamically affect and transform one another. Recent research
suggests that social networks in distributed organizations are held together by small cliques that work
across the boundaries of the groups within the networks [109]. We will examine network dynamics to
understand how specific relationships, such as those in cliques, influence the function of social networks in
DVAS. We are also interested in the whole suite of technologies people use in relationship work [61] and the
ways in which new technologies, such as those we develop, will alter such practices. It is also important to
remember the possible role of face-to-face communication in DVAS. Although they are primarily
distributed, some critical face to face interaction may take place and, in line with our socio-technical
approach, we will be alert to understanding its possible role in activities that are primarily conducted in
virtual space [62].
Discovering DVAS development processes, work practices, and project community dynamics: We seek to
develop empirically grounded models that account for the conditions, circumstances, and events people
working in formal organizations or in ad hoc communities when they address whether to: (a) embrace
free/open source software (FOSS) or proprietary development techniques as a major mode of system
development of DVASs? (b) enable the creation and deployment of decentralized virtual environments that
are built from FOSS versus proprietary components, systems, or applications? (c) enable end-user
developed DVAS application systems or systems for sharing user-created open content? and (d) enable
socio-technical networking of DVAS across enterprise boundaries to form alliances with external partners
or competitors? The resulting models will help identify fundamental principles, properties, and theories
accounting for DVAS development and use.
Managing privacy and maintaining awareness of impressions: Our research on impression management
for improving privacy management will address the following research questions: How can the
impression(s) one conveys through DVAS systems be made more visible to oneself?  What DVAS
mechanisms can empower users to manage their impression(s) appropriately? How is appropriateness of
impression(s) interpreted and evaluated? How can DVAS mechanisms be made to integrate seamlessly with
user practices to avoid undue burden on users? To what extent do DVAS systems with improved
impression visibility and management succeed in improving privacy management?
Security and trust: The absence of a central, trusted authority in DVASs (a consequence of decentralization)
implies that they are potentially subject to attack or inappropriate use.  Our goal is to understand how to
make DVASs useable in a world where malicious behavior is to be expected.  In absence of such
understanding, the best DVAS technology will never be used in organization-critical applications. Three
research questions follow from this goal.  (1) What are the risks most critical to DVASs?  Scoped more
narrowly, what are the risks critical to the DVAS of our research partners?  (2) Can previously identified
mechanisms for mitigating trust and security risks satisfy the identified needs of DVASs?  If not, how not,
and why?  (3)  What new security and trust mechanisms can augment the prior work and be effectively
incorporated into DVASs, to satisfy any newly identified needs?
4. Insights from Prior Research
Each of our six research variable sets builds from a legacy of prior research that our project investigators6
have performed, as well as related research from others. These insights help to further explain why we have
selected each of the research variable sets introduced in the previous section. Accordingly, we now review
what we already have learned about each of these issues for further investigation in this proposed effort.
Representations and realities: Activities around deploying new technologies always involve a diverse
collection of stakeholders to come together in a fairly decentralized manner. One good example is Personal
Rapid Transit (PRT). Because of concerns with the environment PRT has recently got considerable attention
from the part of local and central governments all over the world. PRT is has the potential to drastically
reduce air pollution and redefine public transportation. Although the interest in PRT has been growing, its
deployment in real settings involves a convergence between technologists, politicians, service providers,
and, especially, it has to have a broad support from the general public. All these stakeholders have their
own set of concerns and political power, they are by nature decentralized, and their coordination for a
common goal is a major hurdle.
Since PRT is a radical departure from the current transportation infrastructure, including self-driving
vehicles that carry people, there is an uphill battle for its adoption. The different stakeholders often express
concerns such as safety (fail-safe control of the vehicles in the guideway network), visual pollution from
having to build guideways, and whether it’s practical at all to embed such systems within cities, and use
them on a daily basis.
One of the PIs has been working with a company in Southern California, Unimodal Inc. that is trying to
deploy one such PRT system. As part of this collaboration, the PI developed a technically-accurate
simulation of their PRT system using the virtual world Second Life [59] [53]. The guideway and control of
the cars was developed according to the actual specifications given to us by the company’s engineers.
We found numerous advantages in doing this simulation in an immersive 3D environment like Second Life.
Not only were technical design problems uncovered, but several issues pertaining to usability and adoption
emerged [53]. The fact that the simulated system is publicly available makes it easy for anyone – politicians,
the media, and the general public – to experience it to some extent before it is deployed in the real world.
This immersive experience can be done in a decentralized and relatively chaotic manner, at the
stakeholders’ own paces. But the virtual deployment site is also a common point, a common representation,
which the stakeholders can refer to, and experience.
The insight we gained is that publicly accessible virtual worlds can be powerful tools not just for
engineering design, but also for supporting the natural decentralization of stakeholders in complex techno-
social situations.
Conflicting policies and practices: The interoperability of systems to support collaboration requires
moving beyond purely technical issues; it also concerns the means and practices that users adopt to carry
out their cooperative activities [86]. Decentralization compounds the interoperability problem as it
introduces a new kind of interaction order. People who work in decentralized configurations have
developed unique practices in their local work settings, and must follow locally established governmental
or organizational policies. At the same time they interact in decentralized work structures, networked
electronically across distance. This duality of settings creates a challenge for decentralization due to the
different local practices and organizational policies that conflict [47]. Prior research has shown that people
whose home base is distributed from their teammates, have different and even conflicting work practices
influenced by organizational policies [66] [57], different reference frames of the technology (i.e. assumptions
and expectations of use and purpose) [67] [75] [108], conflicting conventions for handling shared objects
and groupware [37] [54] [89], different resources [89], and even use of different models and methodologies
applied to the same problem though collaborating partners are of the same discipline and nominally of the
same organization [56]. These differences are difficult to overcome and impact successful collaboration [65].
To our knowledge, no one has investigated how different perspectives, practices, and policies interact and
impact decentralized work.
Relationship work: Decentralized activities distribute power throughout a social network. They are7
dynamic, flexible, and responsive to changing conditions. A key means by which people collaborate is
through creating and sustaining human relationships [60]. Such “relationship work” in the contemporary
context requires both technical capacity and social knowledge about the multiple stakeholders in the
activity. Possible challenges for relationship work in decentralized activities are distributed relationships,
rapid change, opacity of networks, cultural differences, varying motivations for participating in the shared
activity, and time needed to build relationships.
Processes and coordination: Free/open source software development (FOSSD) is a widely practiced
decentralized approach to building and sustaining large distributed software systems [11] [85]. It focuses on
practicing the open access, examination, modification/creation, redistribution, and replication of shared,
decentralized knowledge artifacts, development processes, and related socio-technical work practices. The
artifacts include online chat transcripts, annotated source code, bug reports, etc. that act as boundary
objects that can span multiple Web-based FOSSD projects [40]. The development processes include
decentralized development or modification of a system's source code modules, and the collective
composition, configuration, building, and testing of these modules into candidate or formal software
system releases. The practices include self-organizing and continuously emerging FOSSD contributor roles
and role migration paths [41], virtual project management (affecting FOSSD activity allocation,
performance, oversight, and coordination) without formal manager roles or administrative authority [83],
and others. Further, the OSSD project community relies on the decentralization of knowledge of the
requirements and design of FOSS in order to insure commitment and socio-technical advancement with a
project community [41] [85].
Privacy and awareness: When collaborative work is geographically and temporally distributed,
collaborators find it challenging to be aware of each other’s activities, routines, tasks, and availability. Yet,
such awareness is crucial for increased efficiency and effectiveness of collaborative work [25] [39] [76] [63].
Collaborative software therefore increasingly provides means to disseminate awareness information to
facilitate collaboration, such as in instant messaging systems, word processors [16], calendars [68], and
programming environments [19]. Infrastructures that seamlessly and automatically capture, store, process
and disseminate awareness have been implemented in a variety of domains such as workplaces [72],
hospitals [10] [13], and conference centers [24].
However, collaborative needs for awareness are often at odds with individuals’ desires for privacy. Prior
studies [39] [69] [70] [71] [74] indicate that the inability to achieve a balance between awareness and privacy
can lead to underuse of collaborative technology. Also, inadequate attention to privacy aspects may evoke
strong user backlash, as was illustrated recently when the popular social networking site Facebook
introduced new privacy-invasive awareness features. In such a case, organizations stand to lose their
investment in collaborative technology, and face the prospect of longer-term damage due to the
undermining of trust and credibility. It is therefore critical to consider privacy aspects when designing
awareness mechanisms in collaborative systems. Patil & Kobsa [70] also found evidence that the motivation
behind privacy concerns in collaborative settings is impression management, i.e. the desire of an individual
to convey an impression of oneself appropriate for the context at hand. 
Security and trust: Understanding the nature of decentralized applications and virtual worlds is critical
before solutions can be designed for them. Our previous work [91] in building secure decentralized
applications has revealed that developing appropriate threat and risk models is the most critical step in this
process; it is only when threats can be characterized and are well-understood that effective
countermeasures can be appropriately designed and deployed. Decentralization induces risk regarding the
perceived multiple points of attack on information access or integrity from potentially insecure system
interfaces. Any attempt to support coordination in an open decentralized system – one in which the set of
participants may change and no central authority prevails to guarantee that all participants are non-
malicious– must address, from the outset, the risks presented. The alternative is to create systems that will
inevitably fall prey to malicious behavior and hence become insecure and vulnerable to exploits,
surreptitious or remote take-over, or denial of service attacks.
Our previous work has revealed basic principles and effective techniques for designing specific types of8
decentralized systems that can (1) support security (information access) constraints at the architectural level
[79], and (2) incorporate basic secure design and reputation-based trust models [3] [104] [77] [43] [21] in the
architectures of participating members [93]. Since the participant architecture must protect itself against
threats, appropriate countermeasures need to be incorporated within the architecture. Our experience with
developing the PACE architectural style [94] for decentralized trust management gives us a good handle on
how to identify countermeasures for threats.
Domain constraints can influence the choice of components in the participant architecture. For example, if
the application requires exchange of rapidly changing critical data every few seconds, there may be a need
for "estimator" components within the participant architecture to predict new data in case of
communication delays [45]. Similarly, our previous work on software architecture-based decentralized trust
management identified the need for a special component that encapsulates domain-specific conditions that
determine trustworthiness [91]. If a participant architecture is composed of components belonging to
different stake-holders, a connector-based security approach can be used to regulate information access
within the participant architecture [79].
5. Research Partners
We have five research partners with whom we will be conducting our proposed study. The five are (a) The
Aerospace Corporation, a federally funded research and development center (FFRDC), (b) Avaya Labs, a
multi-site corporate laboratory focusing on research and development of telecommunications systems and
software for business applications, (c) Discovery Science Center, a regional science center focusing on
informal science education, (d) Northrop-Grumman Cyber Warfare Integration Center, a corporate
laboratory focusing on development organizational knowledge management tools and techniques, and (e)
Unimodal Inc., a startup venture focusing on research, development, and commercialization of personal
rapid transit systems. Each of our five partners is engaged in the development and use of DVAS in their
respective areas of interest. And each of these partners has agreed to provide our research team with access
to their DVAS development or usage efforts, as well as inviting insights we gather that might further
contribute to and improve the effectiveness of their development and usage efforts.
In the Computer Systems Research Department at The Aerospace Corporation, interest focuses on the
development of an online environment for coordinating and providing oversight for a loosely coupled
network of defense contractors who are building and integrating a system of systems application for the
U.S. Air Force. These contractors are required to provide sensitive proprietary data and information
regarding the performance of the systems they are developing or integrating to The Aerospace Corporation
on behalf of the Air Force, yet these contractors do not want to have their proprietary data or information
disclosed to their competitors. Thus, The Aerospace Corporation is interested in a new multi-contractor
project oversight environment where they can securely receive and transmit proprietary data and
information to/from the defense contractors they are coordinating, yet at the same time be able to partially
reveal selected data or information about the performance of one or more artifacts to others in order to
maximize the overall likelihood of success in the development. Additional interests within the scope of this
management task include issue tracking and management, meetings, and software configuration
management. Such a multi-contractor environment is envisioned as a DVAS.
In the Collaborative Applications Research group at Avaya Labs, our partner is focus on problems of how
best to manage and coordinate distributed, multi-site, and multi-national software development projects
through collaborative technologies. Though their software development projects are normally within their
corporate boundaries, each site’s development team is located within a corporate profit center that may be
operating in a different time zone, country, and work culture. They seek to develop a DVAS to help them
visualize the location, availability, and technical skills/capabilities of software developers who are part of a
multi-site software development projects, yet who might be reassigned or made unavailable to the project
team during their development efforts. Participating software developers in turn seek ways to control how
information about their status, expertise, and availability is shared or distributed with others on the team in
different corporate locations.
At the Discovery Science Center, they are in the business of providing hands-on informal science education
experiences to more than 120,000 K-8 grade students, and upwards of another 300,000 members of the9
public who visit DSC year round. DSC in collaboration with the UCI Game Culture and Technology
Laboratory recently completed the development and deployment of a single-player and multi-player online
science learning game environment called, DinoQuest Online [2]. DSC is now launching a new phase of
development and internationalization of DQO that will provide support for collaborative problem solving
among DQO game players (school age children) via social networking and communication services, as well
as expanded multi-player game content, and multi-site networked game play across regional science
centers in the U.S. and abroad. DQO was designed to conform to California Science Education Standards
for the life sciences in grades K-6. As a result, DSC is providing Web-based access to DQO to students in
more than 40 Southern California school districts, as well as developing teacher training and curricular
materials that are designed to help teachers and students get the most of the DQO science learning game
experience. But these teachers, students, parents, and school administrators are all interested in seeing how
well such a game environment works for assisting or enabling young students to learn the basics of life
science, and perhaps even plant the seed within them for a career in science. Members of each of these
groups have expressed interest in being able to add to, extend, or modify the DQO science game content or
software. This in turn has encouraged DSC to look for ways to accommodate open source software (and
content) development methods as a way of further engaging its customer and partner base, but at the same
time seeking to maintain or improve the quality and educational value of the DQO science learning games.
Thus, the ongoing development and use of DQO is to make it more of a DVAS that both continues to
support immersive science learning game play, as well as decentralized open source software development
activities and local tailoring of DQO to regional science centers in the U.S. and elsewhere.
The Cyber Warfare Integration Laboratory at Northrop Grumman has been investigating potential
applications of virtual world technologies to support the prototyping and development of advanced
military systems and training applications. Their attention has been focused on articulating ways and
means for system developers, designed, project managers, customers, and sub-contractors to better
understand both what the envisioned system under development looks like, or how it is to be
used/experienced, in order to better capture the various kinds of organizational knowledge and expertise
that must be mobilized to insure the system’s feasibility and subsequent production. They have been
experimenting with the prototyping of new facilities and systems for military applications using virtual
world technologies like Second Life, as well as a variety of computer game technologies. Thus, what makes
their efforts relevant to our study is through how they employ, prototype, and evaluate different VAS
technologies to engage and elicit project specific knowledge and expertise in ways they can capture,
represent, and access across stakeholders working in different enterprises.
Unimodal Inc. is a start-up venture focusing on the development and commercialization of personal rapid
transit (PRT) systems for regional and venue-specific deployments. PRT systems are still mostly
experimental, yet there is great interest in their potential to relieve transportation congestion and reduce the
carbon footprint of current transit options. But what do such systems look like, how do they operate,
where/how will they be installed and configured to run, are among the multitude of questions that
consumers, system developers, financial investors, and regional transportation and governmental
authorities are asking. To help answer such questions, Unimodal has engaged a research team lead by Prof.
Crista Lopes to create PRT system mock-ups within the virtual world of Second Life to better help articulate
the answers to these questions, but also to help identify and answer new questions that emerge along the
way. In this regard, the PRT system research and development effort underway at Unimodal is employing
virtual world technologies to help a diverse community of stakeholders to see/visualize and interactively
experience a virtual PRT system operating in a virtual world, in order to help these stakeholders make
sense of what they see and experience, as well as to help elicit their concerns, interests, and questions
regarding the emerging design and commercialization of a proposed PRT system at different installation
sites. As such, it is yet another variation of a unique DVAS development and usage effort for us to study
and potentially influence in the future.
6. Research approach and methods
Our research approach is empirical. Our methods are primarily focused on qualitative observation and
inquiry through field study, and experimental in that they focus on prototyping and evaluating new DVAS
concepts, techniques, and tools in the context of different types of organizations and applications of specific
DVAS development and usage efforts.10
It is always a challenge to model the array of factors that affect real world decentralized work activities, e.g.
work pressures, career trajectories, local influences, routines, experience and expertise, etc. Adding another
layer of variability arises through a consideration of how such factors are mediated through interaction or
collaborative activities that take place in virtual settings. Therefore, we find the best methodology for
understanding the complex interplay of organizational, social, and technological factors involved in
reconciling alternative activity system configurations (whether decentralized, virtualized, or both together)
is through in situ studies. However, this alone cannot produce generalizable results unless effort is made to
structure and situate these studies across a set of diverse approaches to developing and using DVASs that
are found in a diverse set of organizational settings. Therefore, our field studies must also produce data,
activity patterns, work/play practices, development processes, and usage scenarios/experiences that can be
analytically coded and compared. It is through comparative analysis across cases arising in different
settings, with different DVAS configurations or usage scenarios, or with new concept demonstration or
prototyped DVAS mechanisms that we can articulate more generalizable results. Here’s how we make this
work.
First, each of our six analytical variables (described in Section 3) is associated with one project investigator
who is already vested in prior research, and therefore brings both prior research expertise as well as an
analytical eye with which to observe conditions and events that impinge on their variable under study.
Second, we have identified five research partners with who we will engage our field studies. However, each
of our partners presents a different set of research variables of interest. Table 1 represents our current
understanding as to which research variables are central to the DVAS development or use efforts underway
at each of our five research partners.
Table 1: Initial variable-partner matches
Aerospace
Corporation
Avaya Labs Discovery Science
Center
Northrop
Grumman
Unimodal Inc.
Representations and realities XXX XXX XXX
Conflicting policies and
practices
XXX XXX XXX
Relationship work XXX XXX XXX XXX
Processes and coordination XXX XXX XXX XXX XXX
Privacy and awareness XXX XXX
Security and trust XXX XXX XXX
This distribution of research variable-partner matches signifies that we have a sufficient diversity of
variable mixes across the five research partner sites. This provides us a basis for conducting comparative
analyses across (a) individual variable-partner matches (comparing results from studies of each cell in the
table), (b) range of variables found in each organization (comparing across a column), (c) range of
organizations articulating each variable (comparing across each row), and (d) all research variables across
all organizations (comparing across columns and rows together). This gives us a maximum comparative
analytical capability that can inform or suggest generalizations that account for data that articulate the
variables of our proposed study.
Last, our research method must insure a balanced study of socio-technical processes, practices, constraints,
opportunities, and affordances that help characterize how different DVASs are developed and used in their
particular multi-organizational setting. Accordingly, three of our research variables (security and trust,
privacy and awareness, and representations and realities in an immersive world) are associated with
experimental development and usage of new DVAS technologies--tool or functional mechanism prototypes
that may be incorporated into their respective research partner DVAS project effort. The other three research
variables (processes and coordination, relationship work, and conflict practices and policies) focus on
identifying, articulating, and modeling/codifying recurring social practices, activity patterns, and processes
that characterize the development and/or use of situated DVAS. Though we will begin focusing on one11
enterprise partner for each analytic variable, we will continue studying these variables with other partners
as well as shown in Table 1.
For our study of social practices and processes we will apply rigorous qualitative methodology as outlined
by [33] [102] [103] [28] [27].  Methods will consist of intensive observation of work activities, repeated semi-
structured interviews among participants (by telephone or in-person), and document analysis, when
documents are available. The use of these methods provides a rich corpus of data for understanding the
complex processes and relationships of interest to us.
Representations and realities: We will study prototyping of immersive models and simulations of personal
rapid transit (PRT) systems within a virtual world of Second Life. This will include ongoing work with our
research partner Unimodal Inc. and several county governments in Southern California, in order to expand
the scope and diversity of issues and public policy concerns that are being addressed through early use of
the current PRT simulation in Second Life. We will make the PRT simulation world open and publicly
available for experimental use and in-world evaluation by the diverse participants, and will engage with
the local community in having people experience the system.
Conflicting practices and policies: Ethnographic techniques will be employed with Northrup Grumman to
1) understand the array of different perspectives and practices that exist in DVAS found in and 2) to
investigate the impacts that new DVAS development and usage that emerge. Ethnographic methods have
been widely deployed in the study of collaborative distributed organizational settings yielding insightful
findings (e.g., [66] [80] [4] [65] [31] [31] [54] [61]). In some cases, it will be beneficial to isolate particular
variables of interest in a laboratory setting for usability testing or to test the effectiveness of particular
features of a system. For these investigations, experimental studies in a laboratory will be conducted.
Relationship work: Building on previous research on relationship work [60] [61] [62], we will examine
relationship work in decentralized activities that arise in the development and use of virtual worlds for
organizational knowledge management at Northrop Grumman. Qualitative work including field
observations, in-depth interviews, and document analysis will inform the design of focused surveys to gain
broader insights and identify quantitative patterns about how people create and sustain relationships in
decentralized activities. These insights will be used to articulate the requirements and design features of
DVAS technologies intended to support relationship work in decentralized settings.
Processes and coordination: The primary approach involves empirical study of DVAS development and
deployment projects via multi-modal ethnographic discovery and modeling of observed development
processes, work practices, and project community dynamics [84] found at our research partners, such as the
Discovery Science Center. Current research studies [85] employ this approach in the study of open source
software development projects focusing on the development of (a) Internet information infrastructure
systems; (b) networked computer games, (c) scientific research in astrophysics and bioinformatics, and (d)
administrative computing applications. In the proposed effort, we see DVAS development projects
underway or under consideration in each of our enterprise partners, including in the Discovery Science
Center in its efforts to continue its development and expansion of interactive, online science learning games
and collaborative problem-solving environments publicly accessible over the Web.
Privacy and awareness: We plan to conduct a field study of distributed collaborators at one of our industry
partners, Avaya Labs, to uncover attitudes and practices regarding impression management and how these
relate to privacy considerations. Data gathering will be performed through surveys, interviews, non-
participant observation, focus groups, and experiments. Multiple methodologies are needed partly to gain a
holistic understanding of impression management practices, and partly to offset the methodological
challenges in privacy research [73].
Results of the field study will be used to generate requirements for prototype implementations of new
impression management and privacy controls available at the user interface to Avaya Labs’ DVAS. To allow
early exploration, the initial prototype will be restricted to an electronic communication system in use at
Avaya Labs, such as an instant messaging system. Based on the results, we will extend it to provide a12
generic and extensible solution for other collaborative systems (e.g., shared calendars, source code
repositories, email, blogs). It is likely that such a solution will take the form of a middleware layer that
provides impression visibility and management as a “service” via an Application Programming Interface
(API). Alternatively, it may take the form of a suite of plug-ins for individual collaborative systems.
Security and trust: Our approach uses threat and risk models that apply to DVAS to identify/develop (a)
appropriate trust models to counter them, and (b) secure technologies that can be encapsulated within the
participant architectures to support the trust models and hence counter the threats. Our initial specific focus
will be to work with our partner at The Aerospace Corporation to investigate the threats, risks, and
requirements for trust that arise in the context of their effort to develop and project oversight environment
for managing system of systems development projects.
Identifying the threats and risks is our first task. Our previous work [95] has already identified a number of
critical threats of decentralized systems. But virtual worlds and interactions between them will surely
impose some additional constraints and risks that need to be understood. Therefore, we plan to pursue an
in-depth examination of the experiences and the findings of the virtual world research community, the
CSCW community [42] [97] [90] [7] and our own prior experience to pinpoint the dominant characteristics
and vulnerabilities of these systems.
Second, we will identify appropriate trust models. Numerous trust models exist in the research literature
[34] [106]. Depending upon the nature of the collaboration involved, a suitable trust model that can counter
the identified threats needs to be identified. For example, if the entities are mostly concerned with
regulating access to critical resources, credential and policy-based trust models [14] [15] [52] [101] may be
adopted. Or, if entities need to determine whether reported information can be trusted, reputation-based
trust models [105] [44] [38] [81] [99] [58] [92] may be adopted. Both kinds of models may be required in
some circumstances. We plan to develop techniques and tools to support the selection of appropriate trust
models. Towards this goal, we have already developed an initial suite of tools that help an application
developer to choose a suitable reputation-based trust model. These include the TREF framework [95] that
helps identify an initial set of reputation models and the SIFT simulator [96] that simulates this set of
reputation models under varying threat scenarios.
Third, we will identify design principles that will provide specific guidance on how to design secure
participants. For this, we will draw upon our prior experiences [91] [79] as well as leverage contemporary
literature on various types of trust and security frameworks [35] [17] [51] [18] [26] [36]. The final step in our
approach is to leverage our extensive experience with software architectural styles to choose an appropriate
architectural style to incorporate these design guidelines.
7. Assessment methods and metrics
In order to assess the impact of the technologies we develop, we will first conduct a baseline assessment of
the six variables of interest at each research site. This work can be conducted by graduate students guided
by the project faculty investigators and will involve interviewing and observing our research partners to
understand current practices and to understand what is important to them in terms of enhanced socio-
technical support. Thus our assessment measures will emerge from the research and our interactions with
our partners. This means that we will have a set of measures that include both measures common to all
partners as well as some that are specific. As our sites are carefully chosen to represent diverse DVAS, we
believe this approach will be fruitful in leading to scientific understanding of DVAS as a single class of
systems as well as understandings about specific kinds of DVAS. Once the baseline study has been
conducted we will be in a position to measure the impact of the technologies and practices we design on the
six variables, to ascertain how they change activities in DVAS. 
Beyond this, how will we or others come to know whether the proposed research undertaking has
produced meaningful and usable results from our study? To help determine this, we presented above a
representative set of research questions aligned with each of the six research variables that are the focus of
our study. The answers, explanations, interpretations, models, or metrics we provide in response to the
systematic observational data we collect, and the multi-layered comparative analysis we undertake,
ultimately determine whether we have realized our goals. As such, we now describe in greater detail how13
we plan to assess our research goals in each of the six research variable areas.
Representations and realities: Building on our efforts to date in prototyping an immersive virtual world
for evaluating a new PRT system with our research partner, Unimodal Inc., we will collect and interpret
data addressing the following detailed variables of interest. These include determining how many people
visit the SL site, what stakeholder communities they represent, and the degree to which the PRT immersive
simulation is used/referenced in stakeholders meetings. The particular questions of blending real and
virtual elements will focus on identifying the critical circumstances and attributes when melding the
elements is successful (such as when an element is itself virtual, such as control software).  Issues of
representation and reality will similarly be addressed in the context of our other partners.
Conflicting policies and practices: Following the approach used by Mark [54], we will focus on identifying
what new conventions of practice and policy have been formed, how they address decentralized work, and
importantly, whether they are followed by collaborating partners. Perspectives and practices, and policies are
dynamic, and constantly evolve and we will also track the extent to which these change over time to adapt
to new decentralized configurations. Ethnographic techniques will enable us to identify and evaluate the
relevance of new practices and policies to conditions.
Relationship work: The research will examine the entire ecology of tools and techniques for relationship
work used by participants, beginning at our research partner, Northrop Grumman. We will investigate how
their tools and techniques are used in conjunction with existing collaboration tools such as those for social
networking tools, email, instant messaging, video conferencing, and so on. We will identify ways in which
the tools enhance one another as well as remaining gaps that need to be filled for more effective relationship
work.  We will investigate how new mixes of tools emerge, some replacing, enhancing, or complementing
others. We will assess how work practices change, and in what ways, using the new tools, discovering how
work practices evolve to meet the demands of relationship work in decentralized activities.  Subsequent
studies will pursue these questions in the context of the other research partners, several of whom have
similar situations.
Processes and coordination: Our approach to the use of multi-modal ethnographic and modeling of DVAS
processes, practices, and project dynamics that we observe in our research partners is founded on principles
of grounded theory development via ongoing comparative analysis of multiple cases of situated practice.
Our data collection and analysis methods for process discovery are geared towards both formative and
summative assessments of what we can learn from our studies. Our formative assessments rely on a
transparent, reconstructable method for data collection, coding and cross-coding, and comparative analysis
of multiple cases (both similar and dissimilar). Our summative assessments result from our multi-modal
analysis and modeling of the data we collect, and the alternative interpretations we use to present such
summary findings and models [84] [85].
Privacy and awareness: We will employ several evaluation techniques throughout the prototype building
activities, specifically rapid prototyping and heuristic evaluation in the context of our study at Avaya Labs.
We will also conduct usability studies at intermediate stages to iteratively improve the prototype. We will
deploy the final prototype versions at UC Irvine as well as industry partners, and collect usage logs as well
as conduct interviews with users to understand how well the prototypes meet their goal of supporting
impression visibility and management (and in turn of improving privacy management). We will also gather
feedback for further improvements. Cross-site comparisons will be made to illuminate how the system
should adjust to different organizational and work contexts.
Security and trust: We will evaluate our approach in the context of our research partners, beginning with
The Aerospace Corporation’s system of systems project oversight and coordination situation. Specifically,
we will begin with study of their problem domain, identifying the threats and risks present.  We will then
use previously developed tools and techniques [93-95] as the basis for identifying a suitable trust model (for
those threats so amenable). Such trust models will then be integrated within each participant’s architecture
using an architectural style that leverages the past PACE work and incorporates connector-based security
policies [79] [78]. Next, the application comprising of these participant architectures will be subjected to a14
variety of threat scenarios and the behavior of each participant studied. These experiments will help us
evaluate whether and to what extent these participant architectures in concert with the trust model allow
DVAS participants to establish useful trust relationships with each other and control correctly the security
of information being exchanged. The threats relevant to this situation are primarily those of inappropriate
data access, rather than overtly malicious behavior.  Iteration on this process is expected, as shortcomings in
the prior work are identified relative to the new circumstances of DVAS, and as differences between our
different partner sites are discovered.
8. Intellectual merit and broader impacts
Our focus on DVASs provides the opportunity to study people's experiences with simulated versions of
new technological systems while these systems are being conceived and designed, prior to their eventual
deployment and use in a broader social setting.  We believe that research on DVASs will have a vital impact
on society. As development and use of DVASs becomes more common practice and as organizations
continue to become more decentralized, new methods and policies will need to be identified and tested to
enable people to collaborate successfully. We also believe that our study has economic value as it will help
organizations to carry out decentralized work effectively with smoother coordination, so that they can
better compete in the global market. DVASs will be resilient to environmental disruptions as collaboration
will be able to be conducted from anywhere, anytime, using representations of people, artifacts, and
activities. Our results will also have an important impact on higher education, as new people entering the
workforce will have to gain skills in developing systems, and in conducting work, in a decentralized
setting. Our management plan (below) provides more details on how our results will be integrated into
different education settings.
Understanding the unique challenges of relationship work in decentralized activities and designing DVAS
technologies to meet the challenges will have both theoretical and practical impact. Theoretically we want
to determine the contours of decentralized activity, allowing comparison to other social forms such as
traditional hierarchies, communities of practice [100] and the rational bureaucracies described by Max
Weber. We believe this theoretical work will be broadly useful in the fields of human-computer interaction,
computer-supported collaborative work, organizational studies, and design research and practice that
incorporate the wider social context in which technologies are developed and used. Practically, our DVAS
studies and prototype tools, techniques, and concepts will enable more effective relationship work in
decentralized activities. Through study of their use we will be able to understand future directions needed
for continued development of tools for decentralized activity.
Our effort to develop empirically grounded models and theories of decentralized virtual environment
development processes, work practices, and project community dynamics both builds on and complements
our current studies of open source software development projects. Our studies of the development and
deployment of DVASs with our enterprise partners will serve as reference models for how organizations
can learn practices, guidelines, models, and theories to follow. For example, our partnership with the
Discovery Science Center will provide valuable results to other similar learning centers when they seek to
develop and deploy online interactive exhibits and learning games that foster education practices. Similarly,
results of our studies with our other enterprise partners can be applied to similar organizations.
The long-term impact of our research on privacy and awareness in the development and use of DVAS is
likely to be substantial. Achieving our outcomes will lead privacy-sensitivity to become a standard design
requirement in the development of DVASs and similar collaborative systems, and mechanisms for the user
to manage their impression on others will become regular to-do items in software design specifications.
This is especially important in the light of the fact that most collaborative systems so far focus on the
awareness benefits since those are the primary purpose behind building the system, while privacy
management often gets secondary attention. We expect some impacts may even go beyond collaborative
systems and affect all systems that involve privacy and impression management by computer users.
Our proposed approach, techniques, and tools to the study of how best to provide effective security and
trust mechanisms when developing a DVAS will contribute towards the development of secure
collaborative open decentralized systems that will be acceptable to and usable by the target audiences.  The
importance of this should not be underestimated:  if appealing DVASs are created, and if they remain15
defenseless in the face of malicious activities, they will be unused.  Provision for security and trust is
essential, not an option.  Our approach, moreover, will not just identify abstract policies and practices to
follow, but provide specific techniques for incorporating security and trust technologies in DVAS software.
9. Results from Prior NSF Funded Research
Project investigators Scacchi, Kobsa, Lopes, Mark, Redmiles, and Taylor all have prior NSF support from at
least three different NSF funded research grants.
Award IIS-0205724, amount: $1,800,000, 7/2002-9/2008 (Completed). "ITR: An Integrated Social and
Technical Approach to the Development of Distributed, Inter-Organizational Applications." PI/Co-PIs:
Taylor, Richardson, Kobsa, Redmiles, Dourish, Mark, van der Hoek. Senior Personnel: Scacchi.  This project
was a broad empirical study examining the relationship between distributed, inter-organizational
management structure and the structure of software built by and for those inter-organizations. The
investigation included (a) examining decentralized software development projects, both open source and
more standard approaches, (b) examining the role of privacy in decentralized systems, (c) examining
security and trust concerns in decentralized systems, and (d) creating technologies to support decentralized
development. Over 130 publications resulted from this project, including books, journals, conference
papers, and workshops.  Over 20 Ph.D students were supported over the course of the project.
Issues of decentralization and consensus that occur in open-source communities were explored, where
diverse agencies with independent, often conflicting goals are yet able to come together to produce a high-
quality product.  Interactions between different teams at NASA were studied, whose communication and
interaction patterns exhibit characteristics of decentralization despite ostensibly being part of the same
agency. Investigators examined how workers negotiate and manage their membership in multiple
communities within a large-scale organization. Investigations delved into how people manage to negotiate
and switch their identity/membership among these multiple communities, and why people need these
different communities to function effectively in the organization.
To support awareness in distributed configuration management and to aid coordination and collaboration
activities among geographically distributed developers, several software tools and visualization techniques
were developed as part of this project. At the same time, this need of awareness is frequently at odds with
an individual's desire to keep private some of this information. Effectively balancing awareness and privacy
needs has proven to be a significant challenge for designers of awareness systems and related
infrastructures. Investigation also focused on identifying concerns arising out of decentralization that affect
security and trust management solutions for decentralized systems, addressing those concerns through the
development of a suitable architectural style, providing design guidelines towards constructing
decentralized systems, constructing actual systems using that style, evaluating these systems against threat
scenarios, and using experimental results to refine architectural style and design guidelines for future use.
Award no. IIS-0534771, Amount: $335,000, 11/01/05 to 10/31/08, Discovering the Processes, Practices,
Community Dynamics and Principles for Developing Open Source Software Systems, PI: Walt Scacchi. This
research seeks to account for prior results and recent research findings in the area of free/open source
software development processes, work practices, and project dynamics. This effort address topics such as
(a) the identification of software informalisms as different types of artifacts and communication media that
are used to facilitate and coordinate FOSS development projects, as well as serve as decentralized sources of
developer knowledge [29] [85], and (b) the role migration and socio-cultural mobilization of socio-technical
resources, mitigating conflict, and facilitating career/occupational development in FOSS projects [30] [41].
Award no. 0724806, Amount: $726,455, 09/01/07 to 08/31/10, SDCI Data New: Trust Management for Open
Collaborative Information Repositories: The CalSWIM Cyberinfrastructure, PI: Cristina Lopes. This project will
study and support the California Sustainable Watershed Information Manager. The work just started aims
at creating a publicly updatable, Wiki-based online encyclopedia of all things watershed that includes all
watersheds in California. The CalSWIM Wiki will only succeed if issues of trust are taken into consideration
in its design. Professor Lopes also has prior results from NSF supported projects including a CAREER
award, in which she continued her original innovative work on Aspect-Oriented Programming [46] with an
emphasis towards assessment of new approaches to software design and development.  1 
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